VPL DIGITAL LITERACY – Social Media Essentials – Get to Know Your Facebook Privacy Settings


get to know your facebook privacy settings
Description
Take control of your personal information and confidently manage your Facebook account. Learners will explore and manage settings, including privacy, tagging, and blocking. This class is for learners with an active Facebook account. Basic ability to use a keyboard and mouse is required.  
This class is part of the Social Media Essentials series.

Learning Goals > learning outcomes
Digital Proficiency > Secure > Secure Private Information
Learners will be able to…
· Locate, review and modify important account settings for privacy, and is able to generalize this knowledge to future accounts.

Digital Proficiency > Secure > Understand and Shape Online Identity
Learners will be able to…
· Examine and assess the consequences of sharing data online.
· Manage personalization settings in online accounts to present the personal and professional identity they wish to project. 



Preparation

	Equipment Needed:

	· Computers for learners
· Projector/laptop
· Internet access
· Sound

	Materials Needed:

	· PowerPoint on usb
· Handouts/evaluation forms for learners

	Setup Procedures:

	· Review the “Adult Teaching & Learning at VPL” teaching philosophy: http://hub.vpl.ca/content/85898 
· Review the lesson materials
· Confirm that all necessary space and equipment has been booked

	Background Reading 
	· https://www.gcflearnfree.org/facebook101 
· https://en.wikipedia.org/wiki/Privacy_concerns_with_social_networking_services 
· https://www.facebook.com/about/basics
· See slides – reading included as topics are introduced

	# of Staff Required
	· 1-5 learners: 1 instructor
· 6-12 learners: 2 instructors
· For branch meeting room capacities, please see: http://hub.vpl.ca/content/64490


Opening
Before doors open:
· Log in to the PLG Facebook account (note: two accounts available if you need to demonstrate interactions between two accounts): 
· VPL PLG (plgvpl@yahoo.ca / tpi4plgF2014)  OR   “Alicia” (plg_vpl@yahoo.ca / tpi4plgF2014)
· Write your name and contact info (optional) somewhere visible
· Distribute handouts, evaluation forms
· Test internet & speakers

As learner enter:
· As people arrive, get them to log in to Facebook – if anyone has a password issue you can deal with it before the class starts
· If they don’t have an account: the class description states “for learners with an active Facebook account” otherwise they are welcome to stay and watch.  We have a video resource at the beginning of the handout that outlines the process for signing up.


Lesson

	LEARNING ACTIVITIES
	LEARNING OUTCOMES

	Slideshow and/or Demo
	Time
	Trainer Does
	Learners Do
	

	[image: ]
	2 min
	Get to Know Your Facebook Privacy Settings

· Welcome
· Remind learners of washroom locations; turn off cell phones; emergency evacuation procedures; etc.
· Ask learners to sign into their Facebook if they have an account. Those that need help to access their account can go to Tech Café
· Ask: What is your experience with Facebook? Are you new? Have you used it before?

	· Listen to instructor
· Respond to instructor’s questions
· Ask questions
	

	[image: ]
	5 min
	Before we get started…

· This is one of many learning opportunities at the library.
· Today’s class is meant to be an introduction to the topic – there are lots more ways to delve deeper.
· Work toward a certificate for each series – when you take the final class, we’ll award it to you. 

	· Listen to instructor
· Ask questions
	

	[image: ]
	
	Online learning at your own pace…

· Lynda.com 
· vpl.ca/lynda 
· videos; various tech topics; basic to advanced
· Learning Express Library 
· vpl.ca/digital-library/learning-express-library 
· basic computer skills; job skills; exam preparation
· VPL Research Guides
· guides.vpl.ca 
· Wide variety of topics; collected books & online resources    
	· Listen to instructor
· Ask questions
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	· Drop in to any branch
· Tech Café at Central 

	· Listen to instructor
· Ask questions
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	3 min
	Today we will learn to…

· Explain that this will be a mixture of lecture-style, demonstrations and some hands-on
· Review the description and outcomes on slide
· Set expectations. We won’t be covering:
· Mobile app *handout has link to app tutorial
· Messenger app
· Ask: e.g. What would you like to learn about Facebook? Do you have any specific questions or concerns?
	· Listen to instructor
· Respond to instructor’s questions
· Ask questions
	

	[image: ]
	8 min
	Why is Facebook privacy important?
 
Background reading for examples:
German teen creates public birthday event – OOPS!
https://www.rt.com/news/facebook-birthday-party-thessa/
(This story is also covered in the documentary below)
 
· Watch video linked in slide: Documentary on Facebook privacy
https://www.youtube.com/watch?v=O_n9pPyFhqo 
(start at 4:30 – 6:35: A story about Vancouver Liberal constituent Ray Lam and how Facebook posts from his past ruined his burgeoning career) 
· Note to trainer: there are many good examples in this doc – choose any at your discretion, i.e. 8:44-10:32
· Tell learners: Feel free to watch entire documentary for more!
· Mention: Online Privacy, Participating Online
· Trainer explains: Data sharing can be a convenience or a concern, depending on how you use it:
· Your personal information (i.e. birth date, your location): identity theft, burglary, stalking.  Is it visible to public?
· What you post could influence your reputation for good or bad. Anything can be taken out of context (as we saw in the video)
·  Websites (outside Facebook) and apps can access and share information from your account: Facebook Terms allow for tracking your online activity (see www.tosdr.org )
	· Watch video
· Listen to instructor
· Ask questions
	· Examine and assess the consequences of sharing data online
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	5 min
	Benefits: 
· We are in control of our settings
· We can stay in touch with friends & family  long distance
· We can reach out to new people or networks for social or professional gain
· We have access to many new resources previously unknown to us
Concerns:
· The Facebook platform can be overwhelming & there are many ways to access the privacy controls – it takes time to become familiar with the site and get into good habits for checking privacy regularly (Facebook may change their layout and policies)
· Every user on Facebook can see our name, picture & background picture, and on occasion, we may get requests to connect with people we’ve never met before.  You can always ignore!
· Our info can be copied or taken out of context.
	· Listen to instruction
· Ask questions
	· Examine and assess the consequences of sharing data online
· Identify and use the common features and mechanics of participating online
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	7 min
	Audience Options: video

· Watch video link in slide: Facebook: Understanding Privacy https://www.youtube.com/watch?v=emzaUABF2WU&feature=youtu.be (4:07) 
· Refer learners to Facebook 101 link on handout for full course on Facebook.
· Review handout p.1. Today we will explore each of these options as we work through the class.
	· Respond to instructor’s questions/prompts
· Watch the video
· Ask questions
	· Locate, review and modify important account settings for privacy, and is able to generalize this knowledge to future accounts
· Examine and assess the consequences of sharing data online
· Identify and use the common features and mechanics of participating online

	No slide

	10 min
	View As - Demo

· Refer learners to handout p.2
· click [image: ] > Privacy Shortcuts > Who Can See My Stuff > View As
Note: it defaults to PUBLIC : this is how Facebook users see your profile

· click [image: ] > Privacy Shortcuts > Who Can See My Stuff > View As > View as Specific Person > type FB friend’s name into the search box
Note: it now shows how your friend sees your profile
	· Watch instructor and follow along
· Ask questions
	· Identify and use the common features and mechanics of participating online
· Manage personalization settings in online accounts to present the personal and professional identity they wish to project.

	No slide

	7 min
	Activity Log - Demo

· Refer learners to handout p.2
· From your profile, click the Activity Log button (below your cover photo. (Also under the [image: ] option)
· Explain this includes your activity: posts, replies, comments, likes, setting modifications, and other interactions on Facebook that included you. You can review the audience on friend’s posts, for example.
[image: C:\Users\janetlee\Desktop\Capture.JPG]
	· Watch instructor and follow along
· Ask questions
	· See previous

	Use your discretion to focus on the most relevant SETTINGS for the learners present.  Encourage them to explore on their own after class.
From the top menu: click the [image: ] option > select Settings.....

	No slide

	8 min
	General - Demo
Security & Logins - Demo

· Review options under each tab
	· Watch instructor and follow along
· Ask questions
	· Locate, review and modify important account settings for privacy, and is able to generalize this knowledge to future accounts
· Identify and use the common features and mechanics of participating online
· Examine and assess the consequences of sharing data online
· Determine when new accounts are needed for social media and online services, distinguish when it is useful and secure to link accounts


	No slide


	8 min
	Privacy - Demo

Review options - make sure to cover:
· Who can see my future posts? This is an umbrella audience selector
· Who can see your friends list?
· Limit Past Posts
· Who can contact me? 
· Who can look me up?
· Search engines link to your profile in search results
	· 
	

	No slide

	8 min
	Timeline and Tagging - Demo

Review options - make sure to cover:
· Who can post on my Timeline? Stop friends from posting anything to your timeline. E.g. articles, messages
· Review posts you’re tagged in before it appears on your timeline
· View As lets you see what your timeline looks like to the public or to a specific friend
	· 
	

	No slide

	5 min
	Blocking - Demo

Review options - make sure to cover:
· Restricted list. Restrict “friends” from seeing your content. No notifications sent if you restrict them.
· Block users to make you invisible to Facebook user(s). No notifications sent if you restrict them
	· 
	

	No slide

Example:
[image: ]
	7 min
	Apps, Games, Quizzes & Cross-Platform Sharing
Background reading: 
https://www.thebalance.com/steps-to-delete-facebook-apps-and-protect-privacy-892790 

· When using Facebook, your name, profile picture, cover photo, gender, networks, username, and user id are always publicly available to both people and apps. Apps also have access to your friends list and any information you choose to make public. Some major warning signs are:
· Apps that ask to be able to manage your pages or events (especially if there's no need)
· Apps that ask for full access to your FB account.
· Apps that want access your FB chat.
All of these permission requests can lead to your account being used to spam your friends, set up bogus Facebook pages, and other underhanded marketing tactics which you would not purposely endorse.
· Explore: To control your information sharing:
Under Settings > Apps you will see a full list of any apps you are using/have used in the past.  Delete any apps you no longer need. “Disable Platform”: you may not be able to login to other sites/apps that require a Facebook account.  Always review external sites/apps terms of service to find out how they will share your information.  (see www.tosdr.org )
· Explore:
· Apps, Websites, Plugins – review the info by clicking “Edit”
· Apps Other Use – review the info by clicking “Edit”
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	2 min
	Did we learn how to…?

· Ask: Did we meet all of our goals today? Was there anything we didn’t cover? Do you have any other questions and/or comments 
· Refer learners to resources on the handout
· Review how to search for more classes
	· Listen to instructor
· Respond to instructor’s questions
· Ask questions
	

	
	25+ min
	Time for practice, questions, etc.


Closing
· Thank learners for coming
· Ask them to take some time to fill out the evaluation form
3
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